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Download and OCF Cloud User Account Creation
DDNA
¢ . .. | Database
Access credentials (user name/password or similar)
Mediator/OTGC Account Server Function/RD
OCF Cloud User & L o Fa Cloud MY Authorization MY

I [ [
£

: '

Access Token (for Mediator)

”

Mediator Registration (Certification based TLS) verifies Token and creates a User ID(uid)

 Access Token (original or new Token for Mediator), uid (a unigue ID for the OCF Cloud User) (uid is associated with the Mediator)

Device I temporal

DDNA (CRP)

Y

Request DDNA for the Device

Ownership Transfer, Security Provisioning

(DR biseu LSK DRSS DDNA based Onboarding

Device ID(persistent di) > generates an Access Taken
for the Device

Access TOqu nggﬁz?fg}ic r.coapcloudconf” Resource & maintains a map-
Access Token, the OCF Cloud URI and UUID o (Access Token, di & uid)

Fy

Device Registration & Resource Publishing

(Certification based TLS

*| UPDATE operation

di Access Token :
e — - and return Account Resource Credentials
uid, dj, Access Token and expiration time of that Token

> Login with the OCF Cloud

F Y

The remaining session time
Resources (of Device)

h 4

Publishing Links to the|OCF Cloud RD

'
v

Client follows aboye same process and register with the OCF Cloud

Client to Server Communication through OCF Cloud (Certification based TLS)

ETI21 Proprietary Asetegdta/ZEESHFAER 4
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DDNA
Database

Mediator/OTGC UUID A71Cxxx-... Account Server Function/RD
OCF Cloud User & LHfe|A Cloud MH
|
Discover New Devices ]
1
Find new Devices that are unowned. 1

GET /oic/sec/doxm?owned=FALSE

.
P

RSP {...,"oxmsel"[0,1,2,...],"owned":FALSE,"deviceuuid":"A71 Cxox-..|",...}

Request DDNA for the new Device. (by Mediator) 1
POST /Joic/sec/doxm (..., "deviceuuid”:"A7 1Cxxx-...",..)

hJ

RSP {...,"deviceuuid”:"A71Cxxx-...","challenge”:"cc¢...","DDNA""rrr..."}

&
-

Execute Owner Transfer Method |
|

1 & "/oic/sec/doxm” Resource Extension for DONA-based OTM
- |- Just-Works

ORBT selects the owner transfer method and executes it.

POST /oic/sec/doxm (..., "oxmsel":4, ..) n - 2 Random PIN Based
POST {..., "challenge”:"ccc”, ...} or "doxm” Extension N - 3 Manufacturer Certificated Based
= RSP 2.04 - 4: DDNA Based

Compute DDNA based PSK RFC2898: DDNA- %% "/0ic/sec/creds” Resource Extension if necessary
PSK=PBKDF2(PRF, DDNA, NewDevice ID, ¢, DkLen)

ClientHello(TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256)

Y

ChangeCipherSpec + Finish

&
%
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